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Binary code similarity detection (BCSD) serves as a fundamental technique for various software engineering
tasks, e.g., vulnerability detection and classification. Attacks against such BCSD models have therefore drawn
extensive attention, aiming at misleading the models to generate erroneous predictions. Prior works have
explored various approaches to generating semantic-preserving variants, i.e., adversarial samples, to evaluate
the robustness of the models against adversarial attacks. However, they have mainly relied on heuristic
criteria or iterative greedy algorithms to locate salient code influencing the model output, which often leads to
inefficient search and high computational cost. Moreover, when processing programs with high complexities,
such attacks tend to be time-consuming.

In this work, we unveil the fragility of BCSD models through a novel attack framework guided by model
explanations. In particular, we focus on targeted attacks where the attack goal is to mislead the model’s
predictions to a specific target. Our attack leverages explainers to pinpoint critical code snippet for pertur-
bations, reducing the exploration overhead. The evaluation results demonstrate that the proposed attacks
effectively improve the attack efficiency, while maintaining comparable or higher success rates. Importantly,
the speedup for perturbation target selection achieves up to 63.66X, demonstrating the practical value of
explanation-guided localization. Our real-world case studies on vulnerability detection and classification
further demonstrate the security implications of our attacks, highlighting fundamental robustness limitations
in current BCSD models, and the urgent need for more robust designs.
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1 Introduction

Binary code similarity detection (BCSD) measures the semantic similarity between binary functions
by computing their similarity score. BCSD is a foundational method that has supported many
software engineering and security tasks, including vulnerability detection, malware analysis,
software plagiarism detection, and binary code search [12, 27, 39, 54]. It is also used in reverse
engineering, patch analysis, deobfuscation, and cross-architecture code matching.

However, the increasing reliance on the BCSD models also raises concerns about their robust-
ness against diverse attacks. Adversarial attacks, where the input function samples are carefully
perturbed to mislead the model predictions, have emerged as a significant threat to the reliability
of many deep learning models. Prior works have primarily used brute-force methods or heuristic
rules for selecting the perturbation locations. For instance, brute-force approaches might iteratively
remove each instruction from a binary program and select those that change the similarity score
the most [8, 9]. While potentially thorough, these attacks are fundamentally inefficient for practical
application. On the other hand, heuristic methods, such as selecting important instructions based
on the frequency of their basic block’s appearance on all execution paths [25], may offer some
improved efficiency but often yield suboptimal results and lack precision. This is primarily due to
their reliance on pre-determined rules and insufficient consideration of complex inter-instruction
relationships.

At the meantime, these studies demonstrate good performance primarily on untargeted attacks,
where the objective is to reduce the similarity score between two semantically similar functions.
In contrast, targeted adversarial attacks—which aim to mislead the model into assigning a high
similarity score between an adversarial sample and a specific, semantically unrelated target func-
tion—have faced more challenges. Although untargeted attacks can often succeed by pushing
an input across nearby decision boundaries, the directional requirement to steer the perturbed
sample to a specific target significantly increases the search complexity in the perturbation space.
Nonetheless, targeted attacks represent more practical threat scenarios in BCSD because they align
closely with real-world adversarial goals that exploit model behavior in an intentional manner.
For instance, they enable adversaries to cloak plagiarized code, camouflage malware to resemble
benign software, or misattribute known vulnerabilities to unrelated functions [25, 30]. Therefore,
this work focuses on improving the efficiency of targeted adversarial attacks against BCSD models.

The recent advancement of explanation techniques, aiming to quantify the importance of input
features to the model predictions, opens up a new possibility for optimizing the adversarial attacks.
Such techniques, commonly referred to as explainers, are typically used to generate saliency maps
that highlight which parts of the input most influence the model’s output. Prior work has applied
explainers in the context of backdoor attacks [52], where models are maliciously trained on poisoned
training data to behave incorrectly on inputs containing specific triggers. While explanation-guided
attacks have also been explored in other domains such as CV and NLP [28, 44, 50], their application
to BCSD models remains under-explored due to the unique program semantic constraints. This
raises a fundamental research question: can model explainability be systematically leveraged to
make targeted BCSD attacks practical in large perturbation spaces, without sacrificing effectiveness?

In this work, we aim to design and implement an explanation-guided optimization for targeted
adversarial attacks against BCSD models. Specifically, by leveraging explainers to pinpoint salient re-
gions within a binary sample, we systematically identify the most vulnerable code for perturbations,
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thereby enabling efficient exploration in the perturbation space while maintaining competitive
effectiveness. However, precisely explaining the BCSD model predictions and generating the adver-
sarial samples accordingly, is not trivial. First, as BCSD models aim to detect semantically equivalent
functions, adversarial attacks must perturb the input functions while preserving their semantics.
The explainers only estimate the importance of input features (e.g., statistical attribute counts,
normalized IR tokens, graph embeddings, etc.) extracted by the models, while semantic-preserving
perturbations need to be applied at concrete positions (i.e., instructions). We need to precisely
map the features to the specific instructions, which is difficult (CI). Second, explainers identify
salient instructions by analyzing the relationship between a pair of input functions. However, in
the context of a targeted adversarial attack, multiple target functions can be involved. To maximize
the optimization benefits from explanation while minimizing the computational overhead, it is
essential to strategically select the function pairs for explanation (C2).

To solve the above challenges, we designed customized explanation generation approaches for
representative BCSD models in different architectures. Specifically, to address C1, we implemented
an instruction-feature mapping strategy to calculate the instruction importance based on the
weights of features at different granularities. To address C2, we designed an iterative greedy
algorithm, by choosing the least similar target function to the adversarial sample as the next
explanation target. This allows us to iteratively refine the adversarial sample to better mislead the
target models. Further, to improve the stability of directional alignment in the targeted settings, we
design a target-aligned semantic-preserving transformation.

We have evaluated our attacks on the binary functions from ten real-world projects under four
different compilation settings. The results demonstrate that our method maintains competitive
effectiveness while substantially reducing attack cost, with very little additional knowledge about
the target models. Compared with the iterative instruction selection approach, our explanation-
guided strategy effectively speeds up the instruction selection by up to 63.66X. The experiments
on two representative real-world security tasks, vulnerability detection and classification, further
prove the real-world implications of our attacks.

In summary, we make the following contributions.

¢ Explanation-guided Optimization. To the best of our knowledge, we are the first to leverage
explainers for guiding adversarial attacks against BCSD models.

e New Explanation Strategies. We developed new strategies that can better explain the
decision boundaries for heterogeneous BCSD models by mapping the feature space to the input
instruction space, effectively reducing the computational overhead of perturbation selection.

e Target-aligned Perturbation. We identify the directional requirement in targeted BCSD
attacks and design Target-Aware Dead Branch Addition, a target-aligned semantic-preserving
transformation that steers the adversarial sample towards the target functions.

e Real-world Security Implications. We showed how our attacks could successfully mislead
BCSD models in vulnerability detection and classification.

2 Background
2.1 Adversarial Attacks against BCSD Models

Binary code similarity detection (BCSD) techniques are designed to identify similarities between
binary programs or functions, e.g., when they are compiled from the same source using different
compilers or in different optimization levels [21, 27, 39, 60]. Adversarial attacks aim at misleading
models to generate incorrect predictions. Multiple adversarial attacks have been proposed to attack
BCSD models [8, 9, 25, 30, 31, 36, 46, 55]. The goal of the adversary is to perturb a query function
fo into a semantically equivalent form, tricking the models into generating imprecise decisions.
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More specifically, in targeted adversarial attacks, an adversary aims to maximize the similarity
between fp and a set of target functions, while in untargeted attacks, the goal is to minimize the
similarity between fp and its variants compiled from the same function.

One critical step in generating the adversarial samples is to choose the instructions on which
semantic preserving perturbations can be applied. To this end, prior works either rely on a brute-
force traversal algorithm or design customized heuristic rules. For example, Capozzi et al. [9] selects
the perturbation locations by traversing the entire function and calculating the changes in similarity
scores after removing each instruction. Code perturbations like node splits are iteratively applied
at the position of instructions that maximize similarity score changes. Funcfooler [25], on the other
hand, relies on the heuristic rule that basic blocks in all execution paths from the function entry to
exit are critical for model prediction. Although effective, the brute-force and heuristic approaches are
either computationally expensive, or unable to infer the intricate instruction importance, limiting
the attack performance.

2.2 Model Explainers

The intricate architectures and nonlinear interactions of deep learning models significantly obscure
the rationale behind model outputs, rendering the model decisions inaccessible to human intuition.
To address the problem, numerous model explainability frameworks have been proposed to enhance
the transparency [51, 67]. Depending on criteria such as the prerequisite knowledge and application
scenarios, the explainers can be categorized along two dimensions: white-box versus black-box,
and task-specific versus model-agnostic, respectively.

White-box explainers trace how the input features propagate through the network and contribute
to the final decisions, e.g., by analyzing the gradients or activation patterns. In contrast, black-
box explainers aim to reason about model output without knowing the internal architecture or
parameters, which can be more practical in many security-sensitive scenarios. On the other hand,
task-specific explainers exploit the unique structure of a particular task (e.g., image classification,
text generation) to generate explanations. For instance, when explaining image classification
decisions, the explainers leverage domain knowledge like spatial hierarchies in images to highlight
how the input influences the model output. Model-agnostic explainers work independently of the
model architecture, making them universally applicable across any models, such as decision trees
and neural networks.

3 Analysis of BCSD Models

To help better design the model explainer to guide our attacks, we first investigate a set of represen-
tative BCSD models. Crucially, to ensure our evaluation reflects the most current landscape of binary
similarity detection, we systematically selected models spanning from foundational approaches (e.g.,
Gemini [65], SAFE [40]) and the latest state-of-the-art advancements from recent top-tier venues,
such as CLAP [61], and VexIR2Vec [59]. As categorized below, this selection comprehensively covers
diverse model architectures (e.g., MLP, GNN, RNN-with-attention, Transformer), and feature spaces
(e.g., hand-engineered attributes, ACFGs, instruction sequences, dynamic micro-traces, pre-trained
instruction embeddings) [8, 9, 25].

3.1 Multi-Layer Perceptron (MLP) Based Models

MLP-based models employ fully connected layers to capture non-linear relationships in feature
vectors. These models typically work with pre-extracted or manually engineered features.
BinFinder [48] represents each function using a set of manually engineered features, including
the numbers of callers and callees, lists of libc calls, lists of constants, and sequences of VEX-IR
instructions, lifted from assembly via the angr framework, that ensure architecture independence.
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These features are tokenized and one-hot encoded, after which a Siamese network consisting of
two identical three-layer multilayer perceptrons (MLPs) embeds the feature vectors and computes
similarity scores using cosine distance.

ZEEK [53] computes similarity scores using the proc2vec technique, a vector representation
method that decomposes each function into basic blocks and further into code strands (semantically
coherent subsets of instructions). Each strand is normalized, hashed with a 10-bit MD5, and mapped
to an index in a fixed-length count vector corresponding to the hash space. Finally, a fully connected
neural network with two hidden layers takes pairs of these vectors as input and classifies whether
the underlying functions are similar or not.

3.2 Recurrent Neural Network (RNN) Based Models

RNN-based models exploit sequential dependencies by processing input features in an order-
sensitive manner. They are useful for modeling the sequential nature of instructions or basic blocks
within binary programs.

SAFE [40] firstly performs preprocessing on the linear sequence of assembly instructions. It
replaces the memory addresses and immediate values that exceed a threshold with placeholder
tokens, e.g., MEM and IMM. It then maps each normalized instruction to a vector representation
(embedding) using a Self-Attentive Neural Network, which combines a bi-directional GRU RNN
with an attention mechanism and a final fully connected layer. The similarity between two functions
consists of the cosine distance between their corresponding embeddings.

3.3 Transformer-Based Models

Transformer-based models rely on self-attention mechanisms to capture both local and long-range
dependencies. Unlike RNNs that process sequences linearly, Transformers can attend to any part
of the input simultaneously to model complex inter-instruction relationships and global program
semantics.

jTrans [62] extracts features from assembly instructions. It creates embeddings for each token
(i.e., opcodes and operands) in an instruction using a pre-trained BERT model. The similarities
of binary functions can then be measured based on the cosine similarities between normalized
embedding vectors.

Trex [45] learns execution semantics from micro-traces—dynamic traces with instruction tokens
and values. It encodes code, values, positions, and architecture labels, and feeds them into a
hierarchical Transformer. Pretraining uses masked language modeling on tokens and values; fine-
tuning averages embeddings and applies an MLP for function similarity classification.

PalmTree [33] is a pre-trained assembly language model that produces general-purpose in-
struction embeddings. It tokenizes instructions into fine-grained components (opcodes, registers,
constants), normalizes large values and strings, and employs a bidirectional Transformer trained
with three self-supervised tasks: masked language modeling, context-window prediction, and
def-use prediction. The mean pooled hidden states from the Transformer provide high-quality
instruction embeddings for downstream similarity models.

VexIR2Vec [59] addresses architecture neutrality by lifting binaries to VEX-IR [41]. It decom-
poses functions into “peepholes” (i.e., sequences of basic blocks extracted via random walks) and
applies compiler-inspired normalizations. It utilizes a pre-trained vocabulary to map IR entities (op-
codes, types, and arguments) into vectors. Finally, a Siamese network with an attention mechanism
aggregates these entity embeddings to produce a flow-insensitive function representation.

CLAP [61] utilizes the RoBERTa architecture (i.e., a Transformer variant) to align assembly code
with natural language explanations. Instead of aggressive normalization, it employs a WordPiece
tokenizer to preserve fine-grained semantics, including raw strings, variable names, and constant
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Figure 1. The workflow of explainer-guided adversarial attacks.

literals. The final representation is a summation of token embeddings and positional embeddings,
while incorporating instruction embeddings to link jump targets.

3.4 Graph Neural Network (GNN) Based Models

GNN-based models are designed to leverage graph-structured data, propagating information across
nodes and edges to learn program semantics. They are particularly effective for capturing structural
dependencies in control-flow and data-flow graphs.

Gemini [65] generates an attributed control flow graph (ACFG) to encode function features.
Each basic block is represented as an eight-dimensional attribute vector, preserving the control flow
structure. A Siamese neural network is then trained to produce embedding vectors for ACFGs, and
function similarity is measured by the cosine similarity between their embeddings. Key block-level
features include counts of constant, string, transfer, call, and arithmetic instructions. Similarities
between two functions can be measured using the cosine similarity between the embedding vectors
of the ACFGs.

GMN [34] is a versatile graph matching model that imposes no constraints on graph features
or structures, allowing flexible feature extraction strategies. Through an attention mechanism, it
enables information exchange between graphs, integrating both intra-graph structural dependencies
and inter-graph correspondences. This dual-level representation improves embedding quality by
capturing structural and semantic relations within and across graphs. Function similarity is then
assessed using Euclidean or cosine distances between the resulting embeddings.

In summary, existing BCSD models primarily adopt two types of feature representations: sequen-
tial/vector features (e.g., instruction tokens in MLP, RNN, and Transformer models) and structural
graphs (e.g., node-level attributes in GNNs). We structure our explanation generation strategies
around this fundamental distinction in §4.2.

4 Design
In this work, we propose to utilize explainers for guiding adversarial attacks against BCSD models.
The workflow of our attacks is presented in Figure 1. Given a binary sample and a list of target
functions as input, the adversary firstly employs explainers to infer the importance of each feature.
She or he then correlates the important features with the corresponding instructions, applying
semantic-preserving perturbations to generate an intermediate adversarial sample. Based on the
observed similarity changes, the adversary iteratively refines the adversarial samples by repeatedly
performing explanations and perturbations until the termination conditions are satisfied.

In the following, we first describe our threat model in §4.1. We then demonstrate how we generate
explanations for different model predictions in §4.2, and how they guide the adversarial sample
generation in §4.3. Finally, we provide the implementation details in §4.4.
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4.1 Threat Model

In this work, we aim to conduct targeted attacks against representative BCSD models. We assume
the adversary has limited internal knowledge about the target models, i.e., the extracted features and
the categories of model architectures. Such information is often available in documentation or prior
publications in open research settings, and the attacker does not access model parameters, gradients,
or training data. In the meantime, the adversary can query the target models to obtain arbitrary
numbers of input-output pairs. Note that such a threat model is practical and commonly adopted in
various adversarial attack scenarios, e.g., attacks against image processing and similarity detection
models [6, 15, 32, 63]. Additionally, since BCSD models are designed to identify semantically
equivalent functions across compilation settings, altering the underlying functionality would
invalidate the attack objective. The goal of the attacker is to manipulate similarity judgments for the
same program behavior, rather than to generate a different program. Therefore, all perturbations
are designed to be semantic-preserving, as in existing attacks against BCSD models [8, 9].

4.2 Explanation Generation

We now describe how we generate explanations for the predictions of target models. As summarized
in §3, although BCSD models differ significantly in terms of architectures and feature space, etc.,
we can generally organize them into two categories. We accordingly design our explainers for
targeted adversarial attacks. As depicted in Figure 2, our method takes a binary sample as input
and generates the weights of instructions for inferring their importance.

4.2.1 Perturbation-Based Explainer. For models operating on sequential features, one common
approach is to leverage perturbation-based explanation [20, 37, 51]. The key idea is to approximate
amodel’s local decision boundary by systematically modifying (perturbing) the input and observing
how the model predictions change on the perturbed inputs. Perturbations that cause significant
prediction shifts reveal the proximity and orientation of decision boundaries in the feature space.

However, implementing a perturbation-based explainer for BCSD models is non-trivial, par-
ticularly for constructing perturbed instances of the given input. Previous explainers [20, 37, 51]
assume prior knowledge of the original feature distribution, and leverage that for perturbation.
For example, LIME [51] assumes that the distribution of each feature can be reasonably estimated
from the training data. Perturbation is then performed by sampling new feature values according
to these distributions, e.g., for continuous features. This typically involves sampling from a nor-
mal distribution with the empirical mean and variance. By contrast, BCSD tasks involve features
from diverse real-world binary programs with different functionalities. The representations may
vary substantially in length and structure. Consequently, it is difficult to obtain a consistent or
meaningful distribution for these features.

To address this challenge, we propose a new, effective perturbation mechanism that does not
rely on the original feature distribution. The global decision boundary of BCSD models is highly
non-linear and complex, making it impossible to precisely calculate how modification at a specific
instruction site affects the final similarity score. Therefore, we approximate this relationship locally.
Given an original input function x and a trained classifier f(-), we first generate a local perturbation
corpus Dy = {(z;, f (zi))}fi 1» where each perturbed sample z; is obtained from x by randomly
masking or modifying a subset of features. Formally, let m; € {0, 1} be a random binary mask.

Zi=x0Om, (1)

where © denotes element-wise multiplication. When m; ; = 0, the j-th feature of x is masked by
replacing it with the corresponding feature of a no-operation instruction (NOP); when m; ; = 1, the
feature is retained. By sampling multiple m;, we obtain diverse perturbations while keeping z; close

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE181. Publication date: July 2026.



FSE181:8 Mingjie Chen, Tiancheng Zhu, Mingxue Zhang, Yiling He, Minghao Lin, Penghui Li, and Kui Ren

Perturbation-Based Explainer

node0: (WC,
nodel: (W1,
node2: (W7,
node3: (W3,

0., WO,)
. W)
24y WE)
» W)

loc_114c:
add [bpwara], 1 || mov  eax, [bprvar_2

imp  shortloc 1159 || mov  [rbpevar_a), eax

-

Instr Weights

Binary Sample &

Figure 2. Workflow of explanation generation.

to x. The target classifier assigns labels y; = f(z;), yielding the dataset Dx. It is crucial to note that
feature-level perturbations during the explanation phase are numerical modifications used solely
to probe the model decision boundary. They do not yield valid or executable binary programs. This
corpus captures how the prediction changes when subsets of features are suppressed, providing
the basis for local explanation.

We build our explainer on top of LEMNA [20], which is model-agnostic with high transferability
and particularly suitable for data with strong sequential dependencies. Unlike methods that rely
on a single linear approximation and assume feature independence (e.g., [51]), LEMNA employs
a mixture of linear models with fused lasso regularization to capture both nonlinear decision
boundaries and correlations among adjacent features, yielding interpretable feature rankings.

We integrate our new perturbation mechanism into LEMNA and then leverage it to fit a surrogate
model on D, to approximate the local decision boundary. Specifically, our method employs a
mixture of linear regressions:

K
yi ~ ) m N (Bl zi 0}), (2)
k=1

where K is the number of mixture components, 7y are mixture weights, and fj are regression
coefficients. Once trained, the component with the highest responsibility for the original x is
selected, and its coefficient vector highlights the most influential features or groups, which are
reported as the explanation.

Note that models may derive multiple features from each instruction. As adversarial perturbations
must ultimately be applied at concrete program locations, we need to locate the salient instructions
based on the explanation results (i.e., feature importance) to determine the perturbation positions.
We next describe how the salient instructions are selected.

Explaining jTrans. As stated above, we use LEMNA to infer the importance (weights) of each
feature in the binary sample. Since jTrans extracts features for each opcode and operand, we can
calculate the importance of each instruction based on the explanations. Specifically, we aggregate
the weights of tokens that correspond to each instruction by summing the absolute values of such
weights. We then select the most critical instructions based on the aggregated weights.
Explaining Trex. For interpretability, we construct a mapping that links feature indices back to
their originating instructions and all features—static, positional, and byte-level—associated with the
same instruction are grouped together. In explanation, feature weights acquired from LEMNA are
then aggregated across all indices belonging to an instruction, and the most important instructions
are identified and projected back to their original addresses.
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Explaining PalmTree. Similar to Trex and jTrans, PalmTree also requires a mapping from feature
indices back to instructions. The difference lies in how the instruction space is constructed: CFG
is linearized into a sequence of normalized fine-grained instruction tokens, in which immediates
and RIP-relative operands are canonicalized. The sequence is padded and wrapped with start/end
markers, ultimately producing a stable token grid where each instruction occupies a contiguous
slot. Importance scores obtained from LEMNA are aggregated across tokens within the same slot,
producing one weight per instruction.

Explaining SAFE. SAFE extracts one feature vector per preprocessed instruction (§3.3). Therefore,
we can feasibly select the important instructions based on the weights derived from LEMNA.
Explaining BinFinder. BinFinder represents each function with hand-crafted features—including
the numbers of callers and callees, libc calls, constants, and VEX-IR instructions. The explanation
process perturbs only the VEX-IR segment of the feature vector, as these features directly correspond
to normalized instructions. The selected high-weight features are projected back onto instructions
by consulting the stored token-to-address map: each important feature index is matched to one or
more original instruction addresses, thus recovering the most critical code statements.
Explaining ZEEK. In ZEEK’s processing workflow, basic blocks are lifted to VEX-IR, sliced into
strands, hashed into 10-bit bins, and aggregated as feature counts. To enable interpretability, we
maintain a bidirectional map linking hashes to original instructions by recording, for each strand,
both its hash and corresponding instruction addresses. To identify influential features, non-zero
hashes are randomly masked. The most significant hashes selected by LEMNA are then projected
back to instructions through the reverse mapping.

Explaining VexIR2Vec. VexIR2Vec aggregates embeddings from basic block traces, preventing a
direct mapping from feature dimensions back to specific instructions. Furthermore, perturbing the
dense embedding vector directly is semantically unreasonable, as dimensions do not correspond
to specific code units. Therefore, we adopt a hierarchical strategy. First, we generate the local
perturbation corpus by randomly masking basic blocks in the input CFG. The explainer then
identifies the critical basic blocks based on their contribution to the model’s decision. Second,
to pinpoint salient instructions, we limit our search scope to these critical blocks. We iteratively
remove individual instructions within them and measure the absolute change in the similarity score.
This coarse-to-fine approach effectively circumvents the efficiency bottleneck of a global brute-force
search while bridging the gap between block-level features and instruction-level importance.
Explaining CLAP. CLAP processes assembly code as fine-grained subword tokens, creating a
granularity mismatch for interpretation. To bridge this, we treat the instruction—not the token—as
the atomic unit of perturbation during the explanation process. We utilize the model’s token indices
to identify instruction boundaries and randomly mask all constituent tokens of an instruction
simultaneously, effectively toggling its presence in the input. Consequently, the importance scores
derived for these instruction-level groups rather than individual tokens are projected back to the
original address by consulting a mapping constructed during preprocessing.

4.2.2 Graph-Structure-Based Explainer. For GNN models that operate on graph-based features
such as CFGs, the decision-making process heavily relies on the topological structure and node
interconnectivity of the input graph. Perturbation-based explainers like LEMNA that analyze
feature vectors are not suited for this task as they would fail to capture these critical structural
dependencies [20, 51]. On the other hand, graph-structure-based explainers often capture the
complex relationships among components in the graph representations and interpret GNNs [38,
68]. For example, GNNExplainer [67] takes the adjacency matrix and feature matrix as input,
and iteratively updates two types of masks: an edge mask that highlights influential control-
flow relations, and a node feature mask that identifies the most relevant attributes in each basic
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block. Its objective is to maximize the mutual information between the predictions of the original
graph and the masked subgraph, thereby ensuring that the explanation subgraph preserves the
original decision boundary. In this work, we adopt GNNExplainer as a representative structure-
aware explainer for GNN-based models [57, 68]. It models both edge importance and node feature
attribution, aligning with our need to localize salient control-flow regions and basic-block attributes.
Graph-based explainers do not require a perturbed dataset for learning the prediction boundaries,
because they generate explanations by directly identifying subgraphs and node features within the
original graph. However, graph-based models extract features on the basic-block level, whereas
most semantic-preserving perturbations (e.g., insertion, reordering, substitution) are defined at
instruction sites and need to be conducted at specific positions within a block. Although certain
structural perturbations (e.g., target-aware DBA in §4.3.1) operate at the basic-block level, they
remain limited in scope and still require instruction-level insertion sites to maximize effectiveness.
Therefore, the explanation results (i.e., importance of basic blocks) cannot be directly used for
targeted perturbation. To solve this, we designed an instruction-type vocabulary mapping mechanism
to calculate the importance of instructions (i.e., perturbation positions), as illustrated below.
Explaining Gemini and GMN. For an input function, Gemini first converts it into an Attributed
Control Flow Graph (ACFG), where each basic block is represented as an eight-tuple feature
vector, such as number of constant-type instructions ng,, (e.g., add ax, 1), number of string-type
instructions ng;, (e.g., mov ax, [string_address]), number of transfer-type instructions nsqpns,
number of function calls n.,4y;, and number of arithmetic operations ng;. The ACFG can thus be
encoded as a feature matrix Ay g), where N represents the total number of basic blocks in the
ACFG. Next, our explainer takes A(n s) as input and iteratively updates the mask matrices to obtain
the final node feature mask F(y g) as the explanation. Here, F(y g) indicates the importance of each
item in the feature tuples, e.g., neons and ng,;. In the instruction-type vocabulary mapping, we
record the “type” for each instruction, e.g., constant-type, string-type, transfer-type, etc., in a hash
table. The importance of instructions can thus be calculated as the weights of the features in the
corresponding type. For instance, we use the weight of n,,; in basic block B; as the importance score
of all arithmetic instructions in B;. Note that an instruction can be associated with multiple types
and thus multiple feature weights, e.g., add ax, 1 is a constant-type and arithmetic instruction.
In such cases, we use the maximum feature weight as the importance score of the instruction. Our
evaluation results proved that such a design is simple yet effective (§5). Finally, we can select the
instructions with the highest importance scores as the candidates for applying perturbations. As
GMN is compatible with arbitrary features, in this work, we use the same features as in Gemini.
Therefore, the salient instructions can be selected using the same method as stated above.

4.3 Adversarial Sample Generation

We generate an adversarial sample by applying a set of semantic-preserving perturbations to the
selected important instructions. Our method iteratively refines an adversarial sample until the
similarity between the input and target functions exceeds a predefined threshold, or the maximum
number of iterations has been reached. The goal is to maximize the minimum similarity between
the adversarial sample with the target functions, which can be expressed as:
max ( min (sim(FSk, Fti))) . (3)
Fk \ie{0,1,...m}
Here, Fsk denotes the intermediary adversarial sample generated in the k-th iteration, and Ft‘
represents one of the m target functions.
The detailed algorithm is presented in Algorithm 1. In each iteration, we first use explain-
ers described in §4.2 to calculate the weights of features, and select the important instructions
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Algorithm 1: Adversarial binary sample generation with explanation guidance.

Input :Input function F, target functions F; = [F?, Ftl, ..., F["], perturbations P
Output: An adversarial function F}

1 iter <0, F{ < random(F;), maxSim < —1

2 F; — F; // Initialize adversarial candidate

3 while sim(F;, Ff) < thres and iter < maxIter do

4 featureWeights < Explain (Fs, Ftc) // Compute feature importance
5 candidatelnstr « MapToInstr (featureWeights) // Select candidate instructions
6 foreach instr € candidatelnstr do

7 instrP « random(P) // Generate perturbation set

8 foreach P, € instrP do

9 Ff « ApplyPerturbation (Fs, P.)

10 if sim (Ff, F{)> maxSim then

11 ‘ F[ « UpdateAdv (Ff,pu) // Update AS

12 end

13 end

14 end

15 Ftc «— GetMinSimilarity (FS', Fy) // Update target

16 iter « iter +1
17 end

18 return F]

accordingly (Lines 4-5). For each important instruction, we randomly select a list of candidate
semantic-preserving perturbations and apply the perturbation on the instructions. A list of in-
termediary adversarial samples is then generated (Line 9). To escape local optima during the
update process (Line 10-12), our algorithm typically selects the candidate that achieves the highest
similarity to the target function, but deliberately accepts a sub-optimal candidate with a small
probability p,, (Line 11). Finally, we adopt a greedy strategy for selecting the explanation targets, i.e.,
by choosing the least similar target function to our adversarial sample for explanation generation
(Line 15). This helps to maximize the potential optimization from explanations, while also avoiding
the computational cost to explain all combinations of target functions and the adversarial samples.

4.3.1 Semantic-Preserving Perturbation. Modern binary function similarity systems are vul-
nerable to carefully crafted semantic-preserving program perturbations. Prior works have exten-
sively studied the effect of various semantic-preserving instruction perturbations in generating
adversarial samples, and we adopt four representative ones. Specifically, Swap (Instruction Re-
ordering) reorders two independent instructions within a basic block; Strand Addition (SA) inserts
a new instruction sequence while preserving register states; Displace (Node Split) splits a basic
block into multiple nodes via unconditional jumps; and Dead Branch Addition (DBA) introduces an
unreachable branch with an always-false conditional jump. These perturbations are representa-
tive semantic-preserving transformations widely adopted in prior BCSD attack studies [8, 9, 25].
They cover perturbations in diverse granularities (e.g., instruction and basic block), allowing us to
extensively evaluate explanation guidance.

Target-Aware DBA. Beyond the four perturbations, we additionally develop a new method tailored
for targeted adversarial attacks. Specifically, the adversary’s goal is to increase the similarity between
a query function and a specific but semantically unrelated target function. Standard DBA samples
strands from a large corpus and inserts them randomly, hoping some will raise the similarity score.
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However, this process is inefficient and often ineffective. Our target-aware DBA thus directly aligns
the control flow graphs of source and target functions. Instead of relying on generic strands, it
copies instruction sequences from the target into dead branches of the source. By emulating the
target’s low-level code patterns, the adversarial sample inherits structural features that similarity
models are more likely to recognize, thereby improving the targeted similarity score.

Concretely, our implementation begins by linearizing the source CFG and constructing a mapping
from each instruction to a global position index. A parallel mapping is built for the target CFG,
where each index corresponds to an instruction in the target. For each source instruction selected
by the explainer, we first identify the corresponding nearest position in the target CFG and extract
the matched instruction and its immediate neighbors to form a strand. The strand is inserted into
the source CFG by creating a dead branch so that the functionality is retained. Specifically, we
split the original basic block and inject an always-false condition through a cmp/je instruction
pair. The extracted strand is appended to the newly created branch with appropriate updates to
instruction addresses and metadata.

4.4 Implementation

We implement our attacks based on PyTorch 1.6.0 with CUDA 10.2 and CUDNN 7.6.5. The control
flow graphs of input functions are extracted using Radare2 [3] and angr [1]. We run all experiments
on a Linux server running Debian 12.2.0, with an Intel Xeon 6230 at 2.10GHz with 80 virtual cores
including hyperthreading, 503 GB RAM, and two Nvidia RTX 4090 GPU.

5 Evaluation

In this section, we present a comprehensive evaluation of our explainer-guided adversarial attacks.
In particular, we aim to answer the following research questions.
o Effectiveness (RQ1): Can the proposed attacks effectively mislead state-of-the-art BCSD
models?
o Efficiency (RQ2): To what extent can explainers improve the efficiency of targeted adversarial
attacks against BCSD models?
e Transferability (RQ3): Can the adversarial samples generalize to attack other BCSD models?
¢ Real-world Implications (RQ4): How effective are our attacks in real-world application
scenarios, e.g., vulnerability detection and classification?

5.1 Experimental Setup

5.1.1 Baseline. To select a strong baseline, we systematically searched for prior adversarial attacks
against BCSD models. Among the identified state-of-the-art methods—A; [8], Az [9], As [25]
and another open-source tool [64]—A; best satisfies the requirements for fair and reproducible
comparison. Specifically, A, essentially extends A; by integrating more perturbations on a wider
range of BCSD models, while the implementation of As is not publicly available. The tool from [64]
adopts a purely random strategy, accepting a perturbation only when it reduces the similarity
score. Without further optimization or local optima escaping, it serves better as a lower-bound
reference rather than a strong baseline. Therefore, we selected A; as the primary baseline for our
comparative evaluation!, and evaluated both the baseline and our approach against a broader set
of recent, state-of-the-art BCSD models (§3) to ensure comprehensive assessment.

5.1.2 Dataset. We used the same dataset as the baseline for fair comparison. More specifically,
the dataset consists of eight open-source projects written in C: binutils [7], curl [13], openssl [42],
sqlite [56], gsl [19], libconfig [35], ffmpeg [17], and postgresql [47]. The projects were compiled on

IWe obtained the source code from the authors for the comparison.
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Ubuntu 20.04, using two compilers (i.e., gcc-9.4.0 and clang-12) and two different optimization levels
(i.e., O0 and O3). Therefore, each program is generated under four compilation configurations.

5.1.3 Assessment Criteria. We now define the assessment criteria for measuring the performance
of our proposed attacks.

Attack Success Rate (ASR). We calculate the attack success rate to measure the effectiveness of
our attacks. As described in §4.3, in a targeted adversarial attack, an adversary aims to maximize
the similarity between an input function and a set of target functions. To enable a fair comparison,
we adopt the same evaluation metrics as in the baseline. Specifically, we measure the attack success
rate (ASR@i) as the percentage of attacks that successfully bring i target functions to the top-K
most similar functions in a function pool (i.e, the total set of target and background candidate
functions). K is set much smaller than the pool size to simulate realistic, challenging retrieval
scenarios. We also report the aggregated success rate wASR, defined in the baseline as 0.25*ASR@1
+0.5*ASR@2 + 0.75*ASR@3 + ASR@4.

Required Modifications (M-Instrs and M-Nodes). We measured the number of instructions
and basic blocks injected in the adversarial samples, after the iterative refinement process.
Overhead. To quantitatively measure the efficiency, especially the speedup achieved by using
the explainers, we record the execution time required for selecting important instructions and
generating the adversarial samples.

5.1.4  Parameter Selection. We adopted the de-
fault recommended configuration of all target Table 1. Statistics about the sampled functions in our
models in the experiments. Similar to the base- dataset. The numbers denote the average value ob-
line attack, we set the similarity threshold for served across 200 compiled functions.

early termination of the iterative refinement as
1.0, and the maximum number of iterations as

| gec-00 | gee-03 | clang-00 | clang-03

b candidate | - doral #Basic Blocks | 7604 | 189.0 | 8748 | 20477
30. Folr Za; 1;?)“ 1 Z’Fzmstructlorl;, “_fe ran o;ny #CFG Edges | 11588 | 299.06 | 12748 | 327.71
sample candidate perturbations and se-
P ’ . p . . #Instructions | 47131 | 829.60 | 439.04 | 92271
lected the sub-optimal adversarial sample with , ;
Cyclic Complexity | 41.85 | 12206 | 420 | 124.94

a probability p,, = 0.1. We strictly followed the
hyperparameter settings used by the baseline
attack, without introducing any additional tunable parameters beyond the explanation process. All
configurations were kept identical across different BCSD models. This guarantees that the results
are not finetuned or ad-hoc to generate favorable results.

5.2 Attack Effectiveness (RQ1)

As the real-world projects in our dataset defined over 127K functions, it would be very time-
consuming (if not infeasible) to conduct the attacks using all of them. To evaluate the effectiveness
under practical complex attack scenarios, we randomly sampled 200 functions (50 x 4 compilation
settings) with sufficient complexity across the object files in the compiled projects. Detailed statistics
are listed in Table 1. For each function, we randomly selected another function in the evaluation
dataset and used its four compiled variants as the target functions. Configurations are aligned with
the baseline attacks.

Success Rates. We randomly select function pools from all functions in the object files and evaluate
the attack success rates on ten BCSD models using pool sizes of 128, 512, and 1024. We present in
Table 2 the results under pool size of 128 and K of 10. Due to the space limit, we attach the results of
pool sizes of 512 and 1024 in our open-source artifact [10]. The trends of results remain consistent
across all pool sizes. Specifically, while our goal is to improve efficiency without sacrificing the
success rate, our explainer-guided attacks achieved a higher ASR in the vast majority of scenarios.
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Table 2. Evaluation results of our attacks. ‘Gd’ and ‘Bs. represent the explainer-guided and baseline attacks,
respectively. “INIT” refers to the attack success rates using the original input sample. The results are based on
the top-10 functions returned by each model when considering pools with size 128.

\ .| BinFinder | jTrans | SAFE | Trex | PalmTree | ZEEK | Gemini | GMN | VexIR2Vec | CLAP
Group ' Metric
| | Gd. | Bs. | Gd. | Bs. | Gd. | Bs. | Gd. | Bs. | Gd. | Bs. | Gd. | Bs. | Gd. | Bs. | Gd. | Bs. | Gd. | Bs. | Gd. | Bs.
INIT 050 052 073 072 068 068 059 058 050 050 067 066 074 074 079 079 013 013 032 033
ASR 089 089 098 091 090 09 0.69 066 083 076 089 083 088 08 090 05 032 026 085 074

M-Instrs | 186.95 191.9 108.27 96.34 208.13 201.71 74.25 88.48 154.68 152.79 166.57 164.01 380.05 338.03 166.38 127.59 111.47 204.96 144.23 102.69
M-Nodes | 42.07 4221 403 485 2526 2483 1023 11.64 2643 2155 1333 2441 2083 1732 875 567 1327 21.08 1340 9.09

INIT 036 038 027 029 044 044 025 028 031 033 051 051 058 058 053 054 004 004 020 0.21
ASR 0.78 074 051 045 0.81 080 0.37 036 063 057 071 065 076 076 069 065 014 012 0.69 0.62
M-Instrs | 186.15 191.9 108.58 101.38 206.40 201.67 76.86 83.63 180.84 152.78 168.20 167.13 380.46 344 179.92 137.04 110.37 188.65 143.22 106.73
M-Nodes | 41.77 4183 458 553 2479 2448 10.18 11.28 2597 20.76 12.78 23.64 21.87 17.78 815 6.04 1389 17.65 1334 9.10

@2

INIT 020 022 008 009 020 020 0 0 017 015 025 026 019 018 025 0.26 0 0 009 0.08

@3 ASR 0.70 065 010 010 0.69 0.8 0.05 0 050 041 045 040 044 040 038 032 005 0.06 054 048
- M-Instrs | 187.61 194.36 52.94 76.26 211.93 203.51 166.18 - 180.11 157.84 184.89 176.64 343.31 288.30 207.54 159.21 97.11 158 146.37 107.44
M-Nodes | 41.86 41.79 190 290 2421 2415 1550 - 2551 2054 1141 20.14 2611 2249 584 534 1678 16.83 1350  9.61

INIT 0.11 011 0.01 001 0.08 0.8 0 0 006 006 013 013 008 0.08 009 0.08 0 0 005 0.04

@4 ASR 0.59 058  0.01 001 049 047 0.02 0 036 02 029 02 032 028 019 016 004 003 038 032
M-Instrs | 190.01 195.62  33.50 9 220.24 21229 97 - 196.40 173.21 185.66 160.02 332.27 265.83 21595 202.09 94.14 153.17 148.98 110.60
M-Nodes | 4234 42.19 1 - 2433 2525 16.50 - 2830 21.09 1033 19.05 27.17 2352 696 499 1643 18.67 13.66 10

For example, at ASR@1, CLAP achieves 0.85 under explainer guidance versus 0.74 for the baseline,
and ZEEK improves from 0.83 to 0.89, indicating enhanced effectiveness when guided by explainers.
Similar advantages are observed on models processing graph-based features(e.g., Gemini). Even for
more challenging goals like ASR@2 and ASR@3, the explainer-guided attacks consistently lead
to higher success rates across most models. Overall, our explainer-guided attacks outperform or
match the baseline in 39 out of 40 evaluation cases. To rigorously verify this improvement, we
conducted comprehensive statistical analyses. We formulated the null hypothesis (Hp) that there
is no significant difference in the attack success rates between our explainer-guided attacks and
the baseline. The results confirm that although the absolute average gain is modest (3.75%), the
improvement is statistically significant and consistent across models (paired t-test, p = 1.69 x 1077),
with a large effect size (Cohen’s d = 0.86).

Notably, the only case where our method underperforms the baseline is VexIR2Vec at ASR@3 (0.05
vs. 0.06). This can be attributed to VexIR2Vec’s representation pipeline, which samples peepholes
from the CFG via random walks and aggregates them mainly through summation. Such sampling
and aggregation may dilute and destabilize the effect of perturbations targeting single instructions,
potentially leading to varied efficacy depending on the context.

Code Modifications. We also presented the required modifications in Table 2. Our explainer-
guided attacks show comparable or improved efficiency relative to the baseline in most cases.

However, for PalmTree, GMN, CLAP and Gemini, our approach tends to require slightly more
modifications than the baseline. These findings demonstrate that improved success rate achieved
by leveraging explainers does not come at the expense of significantly higher modification costs.
Effect of Parameter K. We further evaluated whether the parameter K may affect the ASRs.
We measured ASRs from ASR@1 to ASR@4 under different values of K. However, due to space
limit and presentation clarity, we report only ASR@1 and ASR@3 in Figure 3, which covers both
relatively simple and more challenging scenarios. The results show that our explainer-guided
attacks largely outperform the baseline in the majority of BCSD models under different K. The
improvement is particularly significant on BCSD models like jTrans, PalmTree, and Trex.

Summary. Our explainer-guided attacks achieve comparable or even higher attack success rates
than the baseline in almost all tests, while requiring a comparable amount of perturbations.
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" AR @3

Figure 3. ASR with varying K for our attacks, with a pool size of 128.

5.3 Attack Efficiency (RQ2)

We present the runtime overhead for selecting the important instructions and generating an
adversarial sample on all function samples evaluated in Table 3. The adversarial sample (AS)
generation time refers to the overall runtime overhead for constructing the adversarial sample.

As shown, the explainers located important instructions with higher efficiency on all target
models (e.g., 28.4 seconds for Gemini and 13.6 seconds for ZEEK). Notably, we observed a speedup
of 63.66x for instruction selection on ZEEK, while the optimization for SAFE was the least impactful
at 33.6%. On the other hand, as instruction selection only accounts for a small portion of the total
execution time, the speedup on AS generation is less significant. However, the explainer-guided
attacks were still able to finish more quickly, reducing the overhead by up to 51.2%.

Our runtime decomposition further confirms that the efficiency gains stem primarily from faster
instruction selection rather than fewer iterations. The average iteration count remains largely
stable (around 27 iterations) across models, yet the per-iteration instruction selection cost drops
dramatically (e.g., from 31.65 s to 0.49 s on ZEEK) with our explainers. To quantify how much of the
total runtime reduction stems from the instruction selection phase, we further define a “Selection
Contribution” metric, calculated as ATseject / ATtotal, Where ATelect and ATiora; denote the reduction in
total instruction selection and adversarial sample generation time, respectively. Overall, the Selection
Contribution (Sel. Contrib. in Table 3) achieves up to 232.91%, demonstrating that selection-time
reduction is the dominant driver. Values exceeding 100% indicate that while instruction selection
became much faster, other parts of the pipeline (e.g., perturbation) introduced additional overhead,
partially offsetting the gain.

We consider the attack converged when the similarity change remains below 1073 for five
consecutive iterations. The convergence check shows that under the current budget, neither our
method nor the baseline fully converges, indicating room for further improvement. As our attack
is substantially more efficient per iteration, an increased budget would allow it to explore a wider
perturbation space than the baseline.

Summary. Our explainer-guided attacks are more efficient by focusing on the most vulnerable
code for perturbation. Compared with the baselines, our attacks achieved a maximum speedup of
63.66x on instruction selection, while the overall overhead was reduced by up to 51.2%.
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Table 3. Time overhead for generating adversarial samples (Gd.=Guided, Bs.=Baseline). Speedup is computed
using the average total runtime across all evaluated samples, rather than the per-iteration runtime.

Metric BinFinder jTrans SAFE Trex PalmTree ZEEK Gemini GMN VexIR2Vec CLAP
Gd. Bs. Gd. Bs. Gd. Bs. Gd. Bs. Gd. Bs. Gd. Bs. Gd. Bs. Gd. Bs. Gd. Bs. Gd. Bs.

Avg, Iter. | 2783 2750 | 2744 2766 | 2776 27.88 | 2772 2755 | 2672 2477 | 2788 2777 | 2727 2776 | 2691 2768 | 2757 2761 | 2746 27.39

Instruction Selection (Instr Sel.)

Total Time (s) 3533 1091.8 | 23.4 4256 | 1171 1564 | 957 3644 | 359 3156 | 136 8788 | 284 7152 | 963 1070.4 | 267.1 1701.8| 157 414.9

Time/Iter (s) 1270 3970 | 085 1539 | 422 561 | 345 1322 | 134 1274 | 049 3165 | 104 2577 | 358 3868 | 9.69 6165 | 057 1515

Speedup (%) 209.0 1720.5 33.6 280.9 780.0 6366.6 2422.4 1012.2 537.2 2544.3

Adversarial Sample Generation (AS Gen.)

Total Time (s) | 5421.1 5981.0|3516.7 4208.1 |3034.0 32108 | 3663.6 3779.0 | 33150 4095.1|4082.2 5525.2 |4117.2 4617.9 | 5140.8 68200 | 5756.8 8716.3 | 4251.8 4539.8

Time/lter (s) 1948 217.5 | 1282 1521 | 1093 1152 | 1322 137.2 | 1241 1654 | 1464 199.0 | 1510 1664 | 191.0 246.4 | 2088 3158 | 1549 165.8

Speedup (%) 117 18.7 5.4 3.8 333 35.9 10.2 29.0 51.2 7.1

Sel. Contrib. (%) 131.88 58.18 22.21 232.91 35.86 59.96 137.16 58.01 48.48 138.61

Conv.Rate (%) | 25.92 2610 | 9254 89.22 | 4631 49.54 | 87.35 8222 | 4439 53.26 | 50.27 5584 | 45.63 59.42 | 9295 9135 | 9040 86.10 | 62.95 61.16

5.4 Transferability (RQ3)

We further investigated the transferability of attacks, i.e., whether the adversarial samples for one
BCSD model can be generalized to target other models. We evaluated both our explainer-based
attack and the baseline attack [9].

As in Table 4, our adversarial samples generally demonstrate competitive and often higher
transferability across models compared with the baseline. For instance, when SAFE, BinFinder and
ZEEK serve as target models, our adversarial samples transfer particularly well, often surpassing
the baseline, in some cases by a notable margin. By contrast, transferability degrades when the
adversarial samples are generated for PalmTree. A possible explanation is the introduction of our
new perturbation strategy, Target-Aware Dead Branch Addition. While this technique improves
targeted similarity against the intended victim model, it may embed too specific structural patterns,
thereby weakening their generalization across other models. We also observe that VexIR2Vec and
CLAP emerge as the most transfer-resistant targets, with low wASR when targeted. By contrast,
ZEEK, GMN, Gemini, and SAFE are notably easier to attack via transfer. One possible reason is that
VexIR2Vec’s unique peephole-based representation and CLAP’s fine-grained tokenization enable
the models to capture deeper semantic information beyond surface-level perturbations.

Summary. The adversarial samples generated in our explainer-guided attacks tend to be effective
when used against other BCSD models. VexIR2Vec and CLAP are the most transfer-resistant
targets, while ZEEK, GMN, Gemini, and SAFE are comparatively susceptible.

5.5 Real-world Implications (RQ4)

To assess the real-world impact, we evaluated our approach in two real-world security tasks:
vulnerability detection evasion and vulnerability classification misguidance.

5.5.1 Vulnerability Detection Evasion. BCSD models are widely used for vulnerability detection by
identifying whether an input binary contains known vulnerabilities through similarity compari-
son. Vulnerability detection evasion aims to deceive these models into misclassifying a vulnerable
function as a targeted benign function, leaving the vulnerability undetected. To evaluate the effec-
tiveness of our approach, we target OpenSSL [42], a widely used SSL/TLS library. Specifically, we
conduct experiments on OpenSSL versions 3.0.8 and 3.3.3. We included five recent vulnerabilities
(CVE-2023-0215, CVE-2023-0216, CVE-2024-5535, CVE-2024-6119, and CVE-2024-9143), spanning
various categories, including memory safety, cryptographic weaknesses, and protocol-level flaws.

To identify vulnerable functions for our attack, we first analyzed the patches for each vulnerability
and selected the functions that were modified. We constructed a pool with 128 functions using the
same four compilation configurations. In this experiment, we selected jTrans as the target model.
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Table 4. Transferability matrix for the targeted attack case, considering |P| = 128 and K = 10. In the rows,
we indicate the model for which the adversarial samples were created, and in the columns, the model on
which the samples were tested. Each value represents the wASR (%).

‘ Target Model
Source ‘ Variant ‘ BinFinder jTrans SAFE Trex PalmTree ZEEK Gemini GMN CLAP VexIR2Vec
BinFinder Guided - 25.25 38.50  20.375 24.50 48.75 44.875  47.125 18.25 3.125
Baseline - 25.125  35.625 22.0 23.75 47.50  45.125 47.875 19.75 2.625
“Trans Guided 30.875 — 31.0 19.375 21.0 44.625 40.875 46.0 19.75 3.625
J Baseline 30.375 — 32.625 19.0 21.375 43.25 40.75 45.125 19.25 4.875
SAFE Guided 34.0 26.75 — 22.75 19.875 52.50 44.875 43.125 17.75 4.0
Baseline 31.50 25.75 — 21.75 20.0 50.375  44.625 50.50 18.625 3.25
Trex Guided 30.125 28.25  35.375 - 23.625 43.0 41.875 42.125 18.75 5.125
Baseline 29.25 30.375 33.375 - 24.375 39.75 42.75 40375  17.625 7.0
PalmTree Guided 34.375 27.375 40.125 25.125 - 48.125 44.25 44.75 19.25 5.50
Baseline 32.625 25.875 28.50 23.25 — 46.25 43.625 42.75 19.50 5.75
ZEEK Guided 31.50 26.125 31.625 21.625 17.125 — 42.0 47.75 20.0 5.125
Baseline 30.875 22.625  32.75 19.0 21.125 — 42.50 49.375 19.625 4.50
Gemini Guided 33.375 25.0 3150 21.125 16.375 53.375 — 51.625 18.0 5.25
Baseline 32.125 27.25 31.125  23.75 17.125 51.0 - 52.375 17.75 4.25
GMN Guided 31.625 25.25 3225 21.375 18.75 48.625  39.625 18.875 5.375
Baseline 29.375 25.75 33.125 20.375 19.0 46.125  41.375 18.875 5.0
CLAP Guided 31.25 25.625 32.0 22.125 20.625 47.625 42.0 43.875 - 4.5
Baseline 31.0 24.75 31.75 19.625 21.50 44.0 41.0 40.375 - 3.875
VexIR2Vee Guided 28.0 28.875 34.0 21.875 22.50 43.375 42.625 45.375 20.50 -
Baseline 28.75 26.5 30.0 22.25 20.0 45.0 41.375 44.0 19.375 -

We measure four metrics: (1) targeted attack success rate (ASR@i), (2) initial similarity, which is the
similarity between the input samples and the target function before the attack; (3) final similarity,
which captures the similarity after the attack; and (4) average similarity, defined as the average
similarity of all samples in the pool to the target function. Note that the average similarity is the
same before and after the attack, as the pool does not change.

As shown in Table 5, our explainer-guided attack achieves higher ASR@1 while maintaining
comparable performance in stricter success conditions (ASR@2-4), under the same setting (pool size
= 128, K = 10). Table 6 provides complementary evidence from similarity scores. The average initial
similarity was 0.869, which is lower than the average pool similarity of 0.876. This indicates that
the input samples were less similar to the target functions and thus more challenging to manipulate.
After applying our attack, the average final similarity rose to 0.917, surpassing both the initial and
average pool similarities. This targeted similarity shift helps explain the improved ASR, as the
adversarial examples appear more functionally aligned with the target than typical samples in the
pool, thereby increasing the likelihood of evading similarity-based detection.

Table 5. Targeted attack success rates on Table 6. Similarity scores before and after our attack in real-
two real-world security tasks (pool size = world OpenSSL vulnerabilities.

128, K = 10). CVE | Init Similarity | Final Similarity | Average Similarity
Metric | Vuln. Evasion | CWE Misclass. CVE-2024-9143 0.898 0.929 0.874
Gd  Bs. |Gd Bs. CVE-2024-6119 0.867 0.908 0.882
ASRGLIO08S 075|096 088 o oss o e
ASR@3 | 0.10 0.10 0.04 0 CVE-2023-0216 0.884 0.942 0.881
ASR@4 | 0 0 0 0 Average | 0.869 | 0917 | 0.876

5.5.2  Vulnerability Classification Misguidance. The categorization of vulnerabilities plays a critical
role in guiding the patching and mitigation process. For instance, by grouping vulnerabilities based
on the categories, developers can prioritize fixes that address multiple attack surfaces simultaneously.

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE181. Publication date: July 2026.



FSE181:18 Mingjie Chen, Tiancheng Zhu, Mingxue Zhang, Yiling He, Minghao Lin, Penghui Li, and Kui Ren

Vulnerability classification misguidance aims to deceive the classification model into misjudging
the severity or category of a vulnerability.

In our experiments, we selected CWEs from the CWE Most Dangerous Software Weaknesses
list [14], with the goal of misleading the model into misclassifying code as a specific target CWE
category. Vulnerable code samples containing these CWE types were obtained from the National
Vulnerability Database [2] and the NIST Software Assurance Reference Dataset [4]. To simulate
adversarial conditions, we constructed a pool of malicious functions with a size of 128, compiled
under four consistent compilation settings. We selected CWE category pairs (original and target)
with clear semantic and structural differences. For example, we include CWE-121 (Stack-based
Buffer Overflow) vs. CWE-190 (Integer Overflow), and CWE-134 (Externally-Controlled Format
String) vs. CWE-193 (Off-by-one Error). The fundamental differences make the misclassification
more challenging and meaningful. Similarly, the experiments were conducted against jTrans, and
we measured targeted attack success rate, the initial, final, and average similarity as well.

Table 5 shows that our method

also achieves higher or comparable  Table 7. Similarity scores for CWE classification misguidance.
ASR@i than the baseline for CWE

. l . ﬁ . A h in T CWE Pair ‘ Init Similarity ‘ Final Similarity ‘ Average Similarity
nusclassitication. As shown in Ta- CWE121 - CWE190 0.870 0.977 0.916
ble 7, this effectiveness is accompa- CWE121 - CWE134 0.867 0.908 0.888
ied b istent i L. CWE190 - CWE121 0.869 0.959 0.924
nied by a consistent mncrease 1n Simi- CWE190 - CWE193 0.869 0.959 0.924
larity toward the targeted CWE func- CWE134 - CWE190 0.838 0.971 0.913
. 0 the initial simil CWE134 - CWE121 0.843 0.945 0.910
tions. On average, € 1nitial similar- Average ‘ 0.859 ‘ 0.953 ‘ 0912

ity was 0.859, which is lower than the
average pool similarity of 0.912. How-
ever, after applying adversarial perturbations, the final similarity rose to 0.953, exceeding both the
average similarity of the CWE functions pool and the initial similarity. This demonstrates that
our attack can effectively reduce the distinction between unrelated CWE categories. The results
confirm the effectiveness of our attack strategy in vulnerability classification misguidance and
highlight the risk in vulnerability management.

Summary. Our attacks are not only effective in manipulating model outputs but also practical in
compromising real-world applications of BCSD models by evading vulnerability detection and
misleading vulnerability categorization.

6 Discussion

Threat to Validity. We select representative explainers that align with each model family, rather
than designing custom explanation mechanisms tailored to specific architectures. Similarly, we adopt
arepresentative set of semantic-preserving perturbations widely used in prior BCSD attacks without
task-specific tuning. Nevertheless, other perturbations may also be compatible with explanation
guidance, which we leave for future exploration. We randomly selected target functions for each
source function. While different target choices may influence attack success rates, randomization
across 200 trials mitigates target-specific bias. Moreover, our threat model assumes knowledge of
the feature mapping and model architecture category, consistent with prior robustness studies in the
research settings [6, 15, 32, 63]. Specifically, many BCSD models rely on explicit feature extraction
pipelines, such as disassembly, CFG construction, and instruction-level analysis, implemented
using standard binary analysis frameworks like IDA Pro [24], Binary Ninja [58], and angr [1]. In
practice, these intermediate features are often exported by the toolchains for integration with
other modules, e.g., for visualization or further analysis. Even when partially obscured, adversaries
may approximate them by replicating the preprocessing steps or observing intermediate artifacts.
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Nevertheless, strict black-box settings where structural and feature details are fully hidden represent
a more restrictive scenario and remain an important direction for future investigation.
Optimizations. In our current implementation, the selected instructions are manipulated similarly
to existing studies [8, 9]. We adopt such a design to enable fair comparison with state-of-the-
art attacks. In addition to the four existing perturbation strategies, we further introduce a new
transformation (DBA Variant), which is specifically designed for targeted attacks. Future work can
extend our framework with more effective instruction manipulation approaches to further boost the
attack performance. For example, program obfuscation techniques can effectively disrupt the static
disassembly process. Other viable methods include edge hiding [26] and code cloning [26], which
aim to alternate or obscure certain control flow paths. Junk code insertion [29] involves adding
instructions like if (false) { jmp }, which causes the bytes of subsequent normal instructions
to be misinterpreted as operands of the current jmp instruction, thereby disrupting the structure of
the current instruction and leading to anomalies in static analysis.

Defense. Existing studies have proposed several defenses against relevant adversarial attacks.
Adversarial training approaches like FuncFooler [26] enhance resilience by injecting structurally
perturbed examples during training. However, such methods are tightly coupled to the observed
perturbation patterns and may not generalize to novel attacks like ours. To effectively defend against
explainer-guided attacks, countermeasures should destabilize feature attribution or dilute the impact
of localized perturbations. One promising direction is (De)Randomized Smoothing [18]. For instance,
chunk-based smoothing evaluates randomly ablated input chunks independently and aggregates
the results, preventing localized adversarial payloads from dominating the prediction. Applying this
principle to BCSD would force the attacker to craft perturbations on the query function that remain
robust across a diverse set of its randomly ablated sub-components. Our observations suggest
that optimizing perturbations under multiple similarity evaluations drastically reduces the success
rate. Other plausible defenses include model ensembling and architecture-diversity that destabilize
attribution patterns. While this has been validated in other domains like computer vision [43],
its core principle appears applicable to BCSD tasks. Different neural architectures (e.g., GNNs vs.
Transformers) extract distinct representations and may exhibit divergent local decision boundaries.
Aggregating decisions from heterogeneous models could therefore disrupt the effectiveness of
adversarial samples. We leave systematic evaluation and design of such defense to future work.
Insights and Implications. Our study suggests that in the evaluated attack settings, the cost
of identifying salient perturbation locations can become a key efficiency bottleneck. Instead of
probing all candidate locations uniformly or heuristically, explainers prioritize important ones by
approximating the local decision boundary, improving the efficiency. Beyond targeted attacks, this
explainer-guided principle exhibits strong extensibility. For instance, it can be naturally adapted
to untargeted adversarial tasks by utilizing explainers to minimize the similarity score between a
source function and its variants. Furthermore, structured guidance is particularly valuable when
the exploration space is large, and the principle could also benefit broad software engineering tasks
like search-based program repair, mutation testing prioritization, and guided fuzzing or robustness
evaluation, where explanations can pinpoint suspicious input or code regions. In contrast to
approaches that rely on heuristics or coverage feedback to guide the search, our study suggests
that explanations provide an internal, model-centric view that reveals why a model behaves as it
does, enabling more principled search-space prioritization.

7 Related Work

Adversarial Attacks against Source Code Analysis. Various advanced models for source code
analysis have been proposed, improving the performance in tasks like clone detection, method name
prediction, etc. Extensive efforts have been invested to measure their robustness via adversarial
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attacks. Yefet et al. [66] designed a white-box adversarial attack against models for Java and C#
analysis, assuming access to gradients. Zhang et al. [69] implemented fifteen semantic-preserving
code transformation to construct adversarial samples against clone detection models. Quiring et
al. [49] focused on semantic equivalent coding style transformation that downgrades authorship
attribution accuracy. Other attacks have also targeted plagiarism detection, e.g., through genetic
code transformations [16]. The above research appears orthogonal to this work, which focuses
particularly on binary code similarity detection models.

Attacks against Binary Analysis Models. Binary code analysis models have also been a popular
target for various attacks. Capozzi et al. [9] adopted a brute-force strategy to select instructions
for perturbation based on similarity score changes after removing or perturbing each instruction ,
supporting both black-box and white-box attacks against three state-of-the-art BCSD models [8].
Song et al. [55] focused particularly on malware classifiers and aimed to generate adversarial
samples to evade malware detection and analysis. Jia et al. [25] selected candidate instructions to
mutate based on the heuristic rule that instructions in basic blocks that locate on all paths from
the entry to exit must be important. Kreuk et al. [31] created non-executable code sections for
appending the adversarial bytes, thereby preserving the original functionalities while evading
the malware detection. Similar strategies were also applied in [30]. In contrast, Lucas et al. [36]
proposed to mutate functional instructions, and iteratively optimize the attack effects by measuring
the misclassification probabilities. Besides adversarial attacks, backdoor vulnerabilities in binary
code analysis models have also been investigated [70]. In this work, we explored another viable
direction to optimize the attack efficiency, i.e., using explainers to pinpoint important instructions
for manipulation, which can be integrated with existing attacks to further boost the performance.
Explainer-guided Program Analysis and Attacks. Explainers have been applied in other
program analysis and attacks. He et al. [22, 23] generated explanations for Android malware
detection models to enhance the usability. Arp et al. [5] augmented Android malware detectors by
calculating the importance score of each feature and constructing explanations for the detection
results accordingly. In addition to generating explainable results, explainers are also used to facilitate
other attacks, e.g., backdoor attacks [52]. In this work, we demonstrated that explainers can also
effectively optimize the adversarial attacks against binary similarity detection models.

8 Conclusion

In this work, we introduced an optimization for targeted adversarial attacks against BCSD models. By
leveraging off-the-shelf explainers to pinpoint the salient instructions for perturbation, our approach
could generate effective adversarial function samples in a computationally efficient way. The
evaluation on binary functions from real-world projects proved that explainers provide actionable
and granular guidance for adversarial manipulation, significantly accelerating perturbation target
selection and improving attack efficiency. The discoveries highlight the lack of robustness in
existing BCSD models, demonstrating the possibility of hindering vulnerability detection and
classification in practice. We further emphasize the necessity of further research to enhance the
robustness of BCSD models against adversarial attacks, particularly through the development of
defense mechanisms that address the exploitability of explanation-driven weaknesses.

9 Data-Availability Statement
We provide the artifact on Zenodo [10], with a maintained codebase on GitHub [11].
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